
1 



2 



3 



Datapower is both a security appliance & can provide a firewall mechanism to 

get into Systems of Record 
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White boxes show the access points for different kinds of security. 

That’s what we will talk about: Security points for an Enterprise Server. 

 



What are the Security scenarios: 

Inbound: protecting transactions, commands & Data 

Outbound: messages will need to carry some form of an authentication 

mechanism 













The OTMA Resume TPIPE Security exit routine (DFSYRTUX) is one of two 

possible methods that you can use to secure messages queued on the OTMA 

asynchronous hold queue. The other possible method of securing messages 

on the asynchronous hold queue is to use an external security product, such 

as RACF. The DFSYRTUX exit routine and an external security product can 

each by used by itself or in combination with each other. The DFSYRTUX exit 

routine runs in the IMS control region. 



You can set a default RACF user ID for IMS Connect to use when the input 

message either does not contain a userid in the header or the field is blank. 

When the default RACF userid is used, IMS Connect passes it in the 

OMSECUID field of the input message to OTMA. When OTMA security 

checking is enabled, OTMA uses the RACF userid for authorizing commands, 

transactions, and RESUME TPIPE calls with RACF. When both a default 

RACF userid is defined and the incoming message header userid field is not 

blank, IMS Connect uses the userid value in the message header. 

 

A lot of people also use IMS Connect Extensions. 

Connect extensions also implements these security exit routines. 



Passtickets – alternative to a password. 

Trusted User Support – your own thing with exit routines 

Not too many people use Trusted User Support. 

 

SSL – generic name for TLS 

SSL provides for encryption & authentication 

 





A digital certificate is a digital document that validates the identity of the owner 

of the certificate. A digital certificate contains information about its owner, such 

as its name, company, and public key. The certificate is signed with a digital 

signature by a Certificate Authority (CA). 

 

A Certificate Authority (CA) is a trusted party that creates and issues digital 

certificates to users and systems. The CA establishes the foundation of trust in 

the certificates. The major task of a trusted CA is to map an identity, such as a 

host name, to a specific public/private key pair in order to build trust. The CA 

itself has its own self-signed public/private key pair. As with any public/private 

key pair the private key is kept secret. Certificates issued by the CA are signed 

with the private key of the CA, and the authenticity of a certificate can be 

verified by using the public key of the CA, which is available in the CA's 

certificate. SAF/RACF in z/OS can be used as the certificate authority to 

generate and sign certificates for internal systems or applications.  

 

Certificates and private keys are stored in files called keystores. A keystore is 

a database of key material. Keystore information can be grouped into two 

categories: key entries and trusted certificate entries. The two entries can be 

stored in the same keystore or separately in a keystore and truststore for  



security purposes. Keystores and truststores are used by both the SSL client, 

e.g. IMS SOAP Gateway, and the SSL server, e.g., IMS Connect. 
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A key ring is a named collection of certificates and Certificate Authorities that is 

associated with a specific user. A certificate is identified by its label and the key 

ring to which it is connected.  
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2 types of security that Soap Gateway provides: 

 

1) Support for network connection security 

2)   WS Security (web services security) on a message by message basis 

 







WS-Security (Web Services Security or WSS) is a published SOAP extension standard (XML-based) that allows security 

(authentication and authorization) information to be exchanged in support of web 
services. Its goal is to protect the integrity and confidentiality of a message as 
well as the ability to authenticate the sender. The protocol specifies how to 
enforce integrity and confidentiality on messages and supports a variety 
security token formats, e.g., UNTP, SAML, x.509 certificates, kerberos tickets, 
etc  Of the various security token formats supported, IMS Soap Gateway 
allows UNTP and SAML. 

•A WS-Security Username Token (UNTP) enables an end-user identity to be 
passed over multiple hops before reaching the destination Web Service. The 
user identity (username and password) are inserted into the message header.  
When the token is received, the EIS server can ensure that:  the timestamp on 
the token is still valid as well as authentication of user identity. 

•The SAML standard provides the means by which authentication and 
authorization assertions can be exchanged across web service transactions, 
and how a security identity can be obtained and transferred from one business 
entity to another.   

The sender-vouches confirmation method is used when a server (SOAP 
Gateway) needs to further propagate the client identity and attributes on behalf 
of the client (to IMS Connect and OTMA). An attesting entity uses the sender-
vouches confirmation method to assert that it is acting on behalf of the subject 
of the SAML statements attributed with the sender-vouches 
SubjectConfirmation element. SAML support requires an SSL connection with 
client authentication to enable sender-vouches security tokens. You must 
configure client authentication to use the SAML sender-vouches confirmation 
method. The SOAP response message does not carry any security token  



information. 
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A SAML token can be signed or unsigned: 

•When the token is unsigned, the request contains a minimal sender-
vouches SAML assertion with no optional elements included. There are no 
signatures or certificates required. The response does not contain a security 
header. 

•When the token is signed, the request contains a sender-vouches SAML 
assertion. The assertion element is signed. A reference to the certificate used 
to verify the signature is provided in the header. The response does not 
contain a security header. 

A SAML token can be signed by a Security Token Service (STS) or self-
issued. SOAP Gateway can be configured to trust the SAML token and the 
signature (certificate) embedded, or to use the certificates in a specified 
truststore to verify the signature before trusting the SAML token. 

 

When a SAML token is signed by the sender, the SOAP Gateway server can 
be configured to: 

•Trust the embedded signature (certificate) within the SOAP header along with 
the signing SAML token, or 

•Trust the certificates in a specified truststore. All certificates in the referenced 
keystore or truststore are the trusted source for verifying the SAML signature. 

After the SAML signature is verified and the token is trusted, SOAP 
Gateway extracts the SAML ID together with the security attributes from the 
SOAP header and propagates the SAML ID to IMS Connect for further 
authorization. SOAP Gateway includes a WS-Security API for creating self- 



issued SAML tokens. You can also use any RSA-SHA1 signature method. 
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For the synchronous callout scenarios, in addition to transport-level security 

through basic authentication, server authentication, or mutual authentication, 

SOAP Gateway now supports message-level security with SAML 1.1 and 

SAML 2.0 sender-vouches unsigned tokens. SAML is an XML-based standard 

developed by Security Services Technical Committee (SSTC) of Organization 

for the Advancement of Structured Information Standards (OASIS). This 

standard facilitates:  

•The exchange of user identity and security attributes information between 

communicating parties at the SOAP message level.  

•The exchange of authentication and authorization assertions across web 

service transactions. 

 

WS-Security SAML confirmation method is supported for synchronous callout 

applications by extracting the user ID (the user that initiates the synchronous 

callout application) from the correlation token and passing it to the external 

web service.  

 

The IMS SOAP Gateway also supports custom authentication modules for 

accessing the security header for validation before the SOAP request 

messages are sent out to the external web service server.  
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WebSphere Application server implements the JEE Security Framework 

specification and provides a unified, policy-based, and permission-based 

model for securing Web resources, Web service endpoints, and enterprise 

JavaBeans according to JEE standards. WAS also addresses enterprise end-

to-end security requirements including: Authentication, Resource access 

control, Data integrity, Confidentiality, Privacy, and Secure interoperability. 

Authenticating a user involves retrieving information about users and groups to 

perform security-related functions, including authentication and authorization.  

WAS can be configured to leverage user registries, a trust association 

interpretor (TAI), single sign-on (SSO) across multiple WAS servers,... 
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