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Swagger-defined REST APIs



Swagger Specification and Tools (swagger.io)
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@ Swagger | The World's Mo... x | =+
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L “ | swaggerio
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|| IBM (8 Most Visited

SWAGGER

The World's Most Popular Framework for APIs.

INTRODUCING THE OPEN API INITIATIVE

L }

Swagqger Editor

| An editor for designing

Swagger specifications

“~' from scratch, using a
1 simple YAML structure.

| Swagger Ul

Use a Swagger
specification to drive
your API
documentation.

SDK Generators

Turn an API spec into
client SDKs or server-
side code with Swagger
Codegen.



http://editor.swagger.io/
https://github.com/swagger-api/swagger-ui
https://github.com/swagger-api/swagger-codegen

Swagger Editor — Develop an API Specification

oS Swaggqger Editor

Jf.{ll} Swagger Editor x + . . .
Al ' An editor for designing
€ @ cditorswaggerio// Search B & A *x- B = - .
: Swagger specifications
IBM |2 Most Visited .
Generate Server v Generate Clent»  Help + All changes saved from ScratCh’ USIng a

. simple YAML structure.
contacts

This is an API for managing contacts.

Version 1.0.0

m

Paths B

consumes: /work/{lastname} &

- application/json
produces:

e GET /work/{lastname} ‘
POST /work/{lastname} ‘

- application/json

delete:
parameters:

- name: lastname
in: path
required: true
type: string

- name: Authorization
in: header
required: false

type: string Located L .
s o Name " Description Required| ~

DELETE /work/{lastname}

Parameters



http://editor.swagger.io/

fJSwaggerEdhor X
_ ;

“ editorswagger.io/#/

IBM & Most Visited

swagger: '2.0'
info:
description: This is an API for managing contacts.
version: 1.6.8
title: contacts
host: 'zserveros.demos.ibm.com:33622'
basePath: /contacts
schemes:
- https
- http
consumes:
- application/json
produces:
- application/json
paths:
' fwork/{lastname}"':
get : 0
post:
parameters:

- name: lastname
in: path
required: true
type: string
name: firstname
in: guery
required: true
type: string
name: extension
in: guery
required: true
type: string
name: zipcode
in: guery
required: true
type: string

The Swagger Editor can be
used to the browse and
validate the design of an API.

contacts

This is an API for managing contacts.

Version 1.0.0

Paths

Jwork/{lastname}

GET /work/{lastname}

POST /work/{lastname}

Parameters

Name Located in Description Required Schema
lastname path Yes = string
firstname query Yes = string
extension query Yes = string
zipcode query Yes 2 string
Authorization header No 2 string
Responses

m
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.-"‘I:. Swagger Fditor

(- editorswaggerio/+/ Search 1} E {«.5 ﬁ x v . =

IBM |2 Most Visited

Import From URL

URL

https://zserveros.demos.ibm.com:33622/contacts/api-docs
P - P Swagger for an APl can be

loaded directly from a server
BlUse CORS proxy into the Swagger Editor

v Valid URL

Cancel | © Import




Swagger Ul — “Try out” an API

® Swagger Ul

‘.,‘(';ﬂhttps://zservero5‘demos.ibm‘com:33622/5\".fagger CHO\Search | ﬁ Q e f 4 K- . ‘ =

|| IBM (8 Most Visited

https://zserveros.demos.ibm.com:33622/contacts/api-docs pi_key Explore
Swagger Ul

Use a Swagger
specification to drive
default Show/Hide  List Operations  Expand Operations JS woyour API

witadl /work/{lastname} Py ssais 1 documentation.

contacts

This is an API for managing contacts.

2 /work/{lastname} ﬂ php)
OB /work/{lastname}

2| /work/{lastname}

[ BASE URL: /cONTACLS , APTVERSION: 1.0.0] VaLD | {}



https://github.com/swagger-api/swagger-ui

® Swagger Ul

l:_‘ * | @ hitpsy//zserveros.demosibm.com:33622/swagger_ui/?url=/contacts/api-docs#/ A< H Q Search

tB &M 4 x-B =

|| 1BM [8) Most Visited

t} swa gger https://zserveros.demos.ibm.com:33622/contacts/api-docs Swagger for an API can be

contacts

This is an API for managing contacts.

3 /work/{lastname}

S50 /work/{lastname}:

20| /work/{lastname}

[ BASE URL: /contacts , A1 VERSION: 1.0.0 ]

loaded directly from a server
into Swagger Ul

Show/Hide  List Operations ~ Expand Qperations
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,.""Jl@ Swagger Ul
—
(- B https;//zserveros.demos.ibm.com:33622/swagger_ui/7url=/contacts/api-docs#!/default/postw 7 C Search i} B fé # x - . =
IBM |2 Most Visited
e /work/{lastname} N
Swagger Ul can be used
Response Class (Status 200) tof‘;”'t (’;e;t rrlmqethods
offere the API.
Model Schema y
{ .
"QUTPUT MSG": { Swagger Editor may also
"QUT STATUS": "string" be used for unit testing,
} however it requires
) Node.js whereas Swagger
Ul does not.
Response Content Type application/json ¥
Parameters
- Parameter |
Parameter Value Description Type Data Type £
lastname lastdemo3 path string
firstname firstdemo3 query string
extension 3-5003 query string
zipcode 95003 query string
Authorization Basic ZGRzMzexNjpmdW4ydGVzdA== header string
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x - @ =

curl -X POST --header "Content-Type: application/json" --header "Accept: application/json" --header "Authorization: Basic ZGRz!

4

Request URL

https://zserveros.demos.ibm.com:33622/contacts/work/lastdemo3?firstname=firstdemo3&extension=3-5003&zipcode=95003

Response Body

"OUTPUT_MSG": {

Ll

"0UT_STATUS": "ENTRY WAS ADDED"

}

Response Code

200

Response Headers

{

The POST method did not
require a request body,
rather all of the input data
is carried on the URI.

This is typical of REST APIs.

"x-powered-by": "Servlet/3.1",

"x-segno": "@e01",

"content-type": "application/json",
"content-language": "en-USs",
"content-length™: "47",

"date": "Tue, @2 Feb 2016 00:53:17 GMT"

)

m




SDK Generators — Integrate or Implement an API

___ ook
_/(D Swagger Editor

€ @ editorswaggeriof#/ | Q Search B & A * - B
IBM (2 Most Visited

Flew  Preferences~  Generate Server Generate Client Heln + All changes saved

s Python Flask

Jwork/{lastna Spiat Javascript ﬁ P a O

Slim J ‘

GET [work/{l:

et el {® SDK Generators

e ‘ Turn an API spec into

i client SDKs or server-
side code with Swagger
N Codegen.

Scala

contacts
This is an AP| for man A
Version 1.0.0 R i
& Scolatrs
Paths & Silex PHP Java B JS é’ ”T
d
d
3 -

g MVC

POST /work/{lastname}

Python

DELETE /work/{lastname}

Parameters

Dynamic HTML

e k= [« f¢ I+ [ [¢ [« [+

Name HTML Required Schema ]



https://github.com/swagger-api/swagger-codegen

Choice of REST API Specifications

»While Swagger is the “most popular” specification, API
developers may choose from other specifications to
document REST APIs:

—API Blueprint
—RAML
—Slate
—WADL

SWAGGER

»To address proliferation of specifications,
tools such as API Transformer help by
converting between specification types.

Transform AP Oescriptions
from/to various formats eq,
, L u L] .
»Swagger’s SDK is a strong selling point. [ B swacer arisleprint
RAML, WRADL, Google
Discovery, VO Docs.

Supported Formats

2016 IMS Technical Symposium



http://swagger.io/
https://apiblueprint.org/
http://raml.org/
https://github.com/tripit/slate
https://wadl.java.net/
https://apitransformer.com/

Introducing IBM z/OS Connect
Enterprise Edition V2.0

Product key points and RESTful reminder



IBM z/OS Connect Enterprise Edition

40,000ft Enterprise APl ecosystem view

Mixed assets,
discoverable as
self-describing
REST interfaces

Enterprise API providers

( )

Dsyster
External APl § > g ¥ Systems
consumers |} U = - N

w] F APls
g D 8 described by POWER

= | 2] SWAGGER - /
D o e )

D |2 1S m————" > Intel
=1 8 E1 HTTRUSON i )
= g transport + B R

Internal APl § » = data -

N\ J
s 2
Public cloud
SN J

Standard network




IBM z/OS Connect Enterprise Edition

10,000ft conceptual view

1see ENUS215-493
Statements of Direction

z/0S

Mobile apps

Business partner
applications

Internal b/
applications

API
Management

RESTAPI
consumers

Create and deliver natural REST
APIs for z Systems assets in a
unified manner across z/0S
subsystems with integrated
auditing, security and scalability

2016 IMS Technical Symposium




IBM z/OS Connect Enterprise Edition

Two parts to every story

Liberty z/OS

SoR subsystems

z/OS Connect EE
server instance

CICS, IMS, WAS,
DB2, MQ, ...

IBM 64-bit SDK for z/OS,
Java Technology Edition
V7.1.0 or V8.0.0

z/OS Explorer Aqua V3.0

z/OS Connect EE
API Editor

Windows, Linux or OS/X with
* IBM CICS Explorer V5.3

» IBM IMS Explorer for Development V3.2
* IBM Explorer for z/OS Aqua V3.0

. : IBM Explorer
2016 IMS Technical Symposium for2/08 Aqua




IBM z/OS Connect Enterprise Edition

API consumers, API packages, mapping and transformation, description, discovery and invocation!

Consumer view

z/0S Connect EE V2

/myapi/resource/{id}
HTTP POST )
Headers GET
+
JSON PUT

JSON/
SoR
xforms

DELETE |

Consumers can use SWAGGER
to generate API client code

{s) File~ Preferences~ Generate Server~  Generate Client~ Help~

ELG T Alpha |
async-scala
[SIET] Alpha |
P
L Aleh:

R i |
python E7Z5
[T Aipha |
scala [T
dynamic-html GTZE)
LT Avph: |
swagger (119
swagger-yam| [T
lizen £

API mapping model

APl package

Create-service

Read-service

Update-service

Delete-service

Export API (.aar)

T Sy — S ——————————————

Discover APIs
with SWAGGER
description

R R RO RSO RIS ——_———————————

Service
archive

SoR-specific
utilities
containing
e.g. CICS
WSBInd, IMS
meta-data

4



IBM z/OS Connect Enterprise Edition

Runtime component view — what comes in the box

The Liberty angel runtime is
included with z/OS Connect EE

Provides authorized services

z/0S Connect
dedicated Liberty

APl composition
service
provider
features

tooling for Eclipse

Create API packages
and iteratively deploy

for testing 2/0S Connect
product
feature V2.0

WOLA service provider is included
as a Liberty feature in the

z/OS Connect EE product (+ the
base WOLA feature)

REST client service provider
allows integration of REST services,
using z/OS Connect as a proxy

o e e = e = = o —

APl deployment

scriptable

interface
Automate deployment ‘<
of API packages with SMF89
target-specific registration &
customizations usage records




IBM z/OS Connect Enterprise Edition

Runtime component view — extending z/OS Connect EE

The Liberty angel runtime is
included with z/OS Connect EE

Provides authorized services

z/0S Connect
dedicated Liberty

APl composition
service
provider
features

tooling for Eclipse

Create API packages
and iteratively deploy

for testing 2/0S Connect
product

feature V2.0

WOLA WOLA service provider

REST client service provider
REST

client

cics, MQ, pe2 plan to ship

further service provider

o e e = e = = o —

Extra implementations for deployment
API deployment with z/OS Connect EE
scriptable
interface
IMS Enterprise Suite 3.2.1
Automate deployment : . N
. includes IMS Mobile Feature 1
of API packages with SMF89
o Pack for z/OS Connect : tpati

target-specific Enterprise Edition registration &
customizations P usage records




IMS Mobile Feature Pack for z/OS Connect EE

» Enable mobile and cloud clients to access IMS transactions as
REST/JSON services
—Transform REST/JSON request to COBOL bytes and transform
response back to JSON
—No change to IMS applications

* Tooling:
—IMS Explorer for Development to easily create RESTful services from
existing IMS transactions
—IBM zExplorer API Editor maps RESTful services as natural REST API

= Runtime:
—Supports both z/OS Connect and z/OS Connect Enterprise Edition

Once published, services and APIs hosted by z/OS Connect EE can be
discovered by mobile and cloud application developers




Develop a REST Service from an IMS Transaction with
IMS Explorer for Development

& ==
File Edit Mavigate Search Project Run Window Help

i @5| fiy v [E Activity: Other Activity « B & 3~ @ ~ @~ 47 -

H ~ &5 ~% &~ g vl el Quick Access | ﬁ‘ 0

» Select Input and Output messages

in the navigation tree and import
selected fields

<% IMS Gateway Navigator &3 lr\-ij Project Explorer‘ = O @IVTNOXX.tm B9 I = O - S ecify a S erVI Ce n am e and
4 (= IM5 Gateway Servers IMS Explorer Transaction Message Metadata Editor p
4 ¥ IMPOTwx - - - - . - .
Define all the input and output messages for the transaction and import the p p
&+ = IM5 Connection profiles application data structures for those messages. I nteraCtI O n ro ertl eS
[+ = IM5 interaction properties profiles
Trancode:  [yTNOXX
[» [ Services - . . f b I H
ey T Specify interface by selecting or
4 5] VTNOXX - INPUT .
+ & segrent: [ add ) deselecting check boxes to add or
4 = Segmentl Edit... . .
& Dota Stuctures remove fields from input and output
4 [= Output Messages Copy
IMS Transaction Navigator 232 = O 4 5% VTNOXX - OUTPUT f I I b
RIS Trnsaction Neigatr 2| || -8 messages. Default values can be
1) IMS Mobile - IMS_Explorer_Catalog_ReadOnly/Server Transactions/IMPOTx/VTNO.tm - IMS Enterprise Site Explorer e = ™ .
File Edit Navigate Search Project Run Window Help S p r0V| d ed
Ned®& BHE~0~QeFvivilvo oy v Quick Access J @\ (Q1IMS Explorer [ Data [g IMS Mobile
& IMS Gatew... 32 |[f5 Project Exp...| = O ||#7*IVTNO.tm 22 — — — 2
IMs Explorer Transaction Message Editor a O Create an IMS Mobile Transaction Service i d ‘ é@u
4 (= IMS Gateway Servers Define all the ini
put and output messages for| . . . £
4 % IMPOTxx N tu— Create an IMS Mobile Transaction Service Create an IMS Mobile Transaction Service 3t
4 & IMS Connection profiles VING) Snecifv the information & te an IMS transacti 5
¥ IMPOTxVTNO 4 = Segments pecify the information to create an TaNsaction Send | specify the fields to include in the input and output messages to define the IMS mobile transaction interface.
4 (= IMS interaction properties profi 4 = Segment 1
= Tminteraction 4 (= Data Structures IMS Input and Output Messages
e 1 2 INPUT MSG “Service name: IMPOTax B g g
~ |E& Create an IMS mobile transaction service =N [L Input or Output Message Include inInte.. Default Field Value Field Length Data Type + || Include
) Log cache EIN_ZZ 4 = Segment 1
Py x M etadat. " Remove
9 Clear cache [ IN_TRANCDE EssaqEimesid 2 [ INPUT_MSG %] 59 STRUCT \
« I b H 2 IN_COMMAND “Transaction code: f = INLL O 2 SHORT Edit.
22 IMS Transaction Navigator 3| = O L IN_LAST NAME EINZZ J 2 SHORT
+ S Gatenay Servers B IN FIRST_NAME Message Type jMe=soghiam] (4 IN_TRANCDE G 10 CHAR
4 % IMPOTx 4 IN_EXTENSION 12 IN_COMMAND K ] CHAR b
(& Transactions L4 INZ1P.CODE [ IN_LAST_NAME 4 10 CHAR
Transaction Editor [ IN_FIRST_NAME [+ 10 CHAR
5 Properties | # Servers| @ Error Log | . Prof [Z] IN_EXTENSION g 10 CHAR
0 errors, 2 warnings, 0 others [ IN_ZIP_CODE ¥ 7 CHAR
Description M| s &8 IVTNO - OUTPUT
b & Warnings (2 items) “Interaction properties: | 4 & Segment 1
. . W
Connection profiles [Z] OUTPUT_AREA 4 93 STRUCT
= ouT L o 2 SHORT
Name Host Name 2 out_zz O 2 SHORT <
P WMSD2 (zservero...  zserveros.demos.ibm.com <] E— | »
e M =™ oM™ o M M - 'E’* Connl 127001
Conn2 127001
@ < Back H Next > ‘ | FEinish | l Cancel

2016 IMS Technical Symposium




Example 1 - Multiple Backend Systems

CICS
Region A
API z/OS Connect EE V2.0
Consumers Server Instance
CICS
_____________________________ Region B
System
: /Banking CICS A
: /Mortgage CIiCcs B IMS
| /Cards CICS B Region X
: /Commercial IMS X
|
|
|
|

z/OS Connect EE V2.0 becomes the REST API entry point to the LPAR for access to
several backend systems where the data program resides

Duplicate the z/OS Connect EE V2.0 instance for greater availability and/or greater
throughput

2016 IMS Technical Symposium




Example 2 - Multiple Lines of Business

/BankingCICS A

/Mortgage CICS B
/Cards CICS B
CICS
Region A
API z/0OS Connect EE V2.0
Server Instance
Consumers
CICS
Region B

IMS

z/OS Connect EE V2.0 .
Region X

Server Instance

There are times where the business requires operational separation and
isolation. In that case, multiple instances of z/OS Connect EE V2.0 applies.

2016 IMS Technical Symposium




What's in a URI ?

JSON-RPC style services vs. a “naturally RESTful” API

A collection of individual services

POST / accounts / Create + j (JSON with account create information)

POST /accounts/balance + j(JSON with account number)

POST /accounts/update + j (JSON with account number and deposit)

REST interface is very limited, HTTP method is NOT significant.
“Good enough” for some use-cases, but falls short the expectations of REST API consumers.

A naturally RESTful API

POST /accounts?name=Fred + D (JSON with Fred’s information)

/accounts ?number=1234
/accounts?number=1234 + D (JSON with dollar amount of deposit)

@ /accounts?number=1234

HTTP verb conveys the operation URI conveys the resource to The HTTP body encoded in JSON
against the resources; i.e., POST is be operated upon; i.e., Fred’'s carries the specific data resulting from the
for create, GET is for balance, etc. account with number 1234 action (verb) against the resource (URI)

Aligned with API consumer expectations for REST APIs




Designing an API for the IMS Phonebook sample

A sample API mapping model

z/0S Connect EE V2.0
catalog API
GET or POST GET /work/{lastname} IVTNO transaction
. POST /work/
i DISPLAY UPDATE| DELETE
https/json . I | S | ’ '

Services -

Phonebook

<

IMS Phonebook: sample APl mapping model

API HTTP verb |[URL

Get Phone entry GET https://zosconnecthost:port/contacts/work/{lastname}

Add Phone entry POST https://zosconnecthost:port/contacts/work/{lastname}?firstNam
e=DEMO1&extension=11111&zipcode=22222

Update Phone PUT https://zosconnecthost:port/contacts/work/{lastname}?firstNam

entry e=&extension=11111&zipcode=22222

Delete Phone entry | DELETE https://zosconnecthost:port/contacts/work/{lastname}




z/OS Connect EE API Editor

APl composition



Eclipse Tools for Mainframe Development

Composite update site hosts compatible versions of Eclipse platforms & plugins

Plug-ins

¢ ¢

Performance
Analyzer

Deployment
Assistant

Transaction Interdependency
Gateway Analyzer
Platforms

Rational Developer for System Z

CICS Explorer

© 00000

Configuration
Manager

Application Debug Tools Fault
Performance Analyzer
Analyzer

" 4

i)
Q A
LAl e)
;\0

N
Vi

File z/05 Connect EE
Manager Waorkstation Tooling

Rational Data Studio

Team Concert

Release train delivering
compatible versions of
Eclipse platforms & plugins
for IBM tooling on z/OS.

https://developer.ibm.com/mainframe

z/0S Explorer



https://developer.ibm.com/mainframe/
https://developer.ibm.com/mainframe

z/OS Connect EE API Editor

Model and create natural REST APIs based on z/OS Connect services

z/OS Connect Enterprise Edition

Overview of Z/OS Connect EE Tooling (z/0S Gonnect EE API Editor)

IBM® 2/0S® Connect Enterprise Edition (z/OS Connect EE) provides a fast, secure, and reliable connector for clients to reach z/0S assets using Representational State
Transfer (REST) calls. With 2/OS Connect EE, you can define APIs in a standard format for use by cloud and web-based applications to reach virtually any z/0S assets,
applications, and data. z/OS Connect EE manages the connection to the z/0S assets and any required data transformation, allowing you to consolidate multiple client
connection pathways into a single common gateway to reach business assets on z/OS operating systems, including CICS®, IMS™, and classic batch environments.

The z/0OS Connect EE AP Editor is an Eclipse-based tool for modeling and creating APIs for your z/OS Connect EE services. In the editor, you can design and create your API by
specifying your path parameters, query parameters, and header parameters, and defining how HTTP methods and the related parameters should be mapped to fields in the
JavaScript Object Notation (JSON) schema of your service.

https://developer.ibm.com/mainframe/products/zosconnect



https://developer.ibm.com/mainframe/products/zosconnect

z/OS Connect EE API Editor

Composing an API from service archives

Service
archive
£ Export Service Archive E
Select where to export your Service archive. A Service archive file (SAR) is ¥y
generated. SoR-specific
utilities
Export Service archive to containing
e.g. CICS
(©) Workspace WSBInd, IMS
) meta-data R A
(" Local file system =
Folder:  /Service Archives |Br0wse... Import SAR files to
File name: phonebookService.sar z/0S Connect EE API Editor
<1 IMS Gateway Navigator (5 Project Explorer &
<}= n
®@ ook || el 5 v

1 (& API Packages
4 [ Service Archives

SoR-specific utilities for SAR generation

& phonehookSewice.sar|

IMS Explorer for Development (shown)
* |IMS Transaction data xforms

BAQJS2LS / BAQLS2JS utilities (supplied)
* CICS program data xforms




z/OS Connect EE API Editor

API composition: start with service archives

& *packagexm| &2

=

@ Select a 2/0S Connect EE Service

Select or import a service archive (SAR) file.

phonebookService

Select a service archive (SAR] file to import from your warkspace.

z/0S Connect EE API Editor
mpo
~ Describe your API
4 [ Service Archives
Name: |contacts = phonebookServicesar|

Base path:; |;'contacts

Version: |1.D.D

© Path

/work/{lastname}?firstname&extension&zipcode

O Methods =

Cancel

(]

=

o
-

8 POST

Sewice_ﬂ Mapping---l 0 0 0

(N GET

— Select a z/0S Connect EE service for the POST methad h
SEWICB..WU ¥ v

o PUT

Sen.-'ice...| ‘Mapping...‘ O O 0

(8 DELETE

lSewice...l lMapping---l O 0 0




z/OS Connect EE API Editor

Create the paths and methods supported by your REST API

i packagexml 2 [ request [ response - O

z/0S Connect EE API Editor 96 a

~ Describe your API

Name: contacts Description:  This is an API for managing contacts. -

Base path: /contacts

Version: 1.0.0 v

& Path 00O

/work/{lastname}?firstname&extension&zipcode =~ service to invoke unique mappings of

for this path and the service for this
O Methods v method path and method
» phonebookService Senice..| Mapping.. O O O
4 phonebookService Service...| | Mapping.. O 0 0
4 phonebookService Service...| | Mapping.. O 0 0
4 phonebookService Service... | | Mapping.. O 0 0
14 : ‘-




z/OS Connect EE API Editor

Create unique RESTful mappings of z/OS Connect services per path and method

- packagexml  [2 request 2 [ response - O
& POST.work {lastname}
~POST.work.{lastname} ERFEX BEE LY A o
= T8 INPUT_MSG INPUT_MSG & [ INPUT_MSG INPUT_MSG
3 <Click to filter...» Map static 3 <Click to filter...»

values to fields

[e] IN_FIRST_NAME  [L.1] string

zig:{:z::::i ' (8] IN_LAST_NAME  [L.1] string
R | @NOPRATON (1) srig
[ Authorization [0.1] string . /IN_EXTENSION  [1.1] string 3
o & Path Parameters (el IN_ZIPCODE [L.1] string
£ |astname [1.1] string “BMove ~
= & Query Parameters Map HTTP headers
#*firstname [1.1] string query parameters,’
#* extension [1.1] string I andtza::epsaerfvrizzters' R
#* zipcode [1.1] string '
# Body - INPUT_MSG

4 1 r




z/OS Connect EE API Editor

API composition: export API package as API archive (AAR)

& packagexml & - g
N
z/0S Connect EE API Editor 060
~ Describe your API
Name: |c0ntacts ‘ Description:  This is an API for managing contacts. -

Base path: |/c0ntac’[s ‘

Version: |1‘D.D ‘ <
<l Export z/0S Connect EE API Package

0 Path i Export API Package E

‘ /work/ {lastname}?firstnamedlextensiol) Select where to export your API package. The package is exported as an AP1 archive file (AAR).

©) Methods ~ Export APl package to:
© Workspace

POST phonebookSerwce )
() Local file system

phonebookSerwce

Folder.  /APIPackages |Browse...
phonebookSewlce

File name; contacts.aar

DELETE phonebookSewlce

i

APl archive includ Upload the API archive to zFS and deploy
genea:;te:‘c’ieSII:\?/fAL(licng 20 ’ using the apideploy command




z/OS Connect EE API Editor

API composition: Generated SWAGGER (shown in SWAGGER editor)

Flev  Preferenc er Help = + All changes sa

SWapger:
Paths
ver: ; Jwork/{lastname} &
host: 'stplex vL.ibm. com:13280'
basePath: fcontacts GET /work/{lastname}
Parameters
- http
consumes: Name Located in Description Required Schema
- application/json .
e lastname path Yes 2 string
- application/json Authorization header No 2 string
RESPOHSES
= Code Description Headers Schema
CHEEWE]
in: path 1phonebookService_GET_pesponse_QOD {
required: true 200 normal response 2  OUTPUT_MSG: * { }
type: string }
- name: Authorization
in: header [““‘T“““‘T“
required: f: W|
string
POST /work/{lastname}
Parameters
Name Located in Description Required Schema
lastname path Yes 2 string
firstname query Yes 2 string




Managing your APIs

Secure, scale, manage, monitor, and socialize APIs




APl Management

* APIs hosted on a zEE server are not “managed”, therefore an API
management (APIm) solution should be used.

* |IBM APIm enhances zEE APIs with the following capabilities:
—Secure and scale
* manage access to APIs by using API keys and secret keys.
—Manage and monitor
 extract APl usage and analytics data to quickly react to new opportunities.
—Administration portal
« self-registration, quotas, key management and security policies.
—Developer portal
« engage application developers and foster use of published APIs.
 customize with branding to advertise, market, socialize and sell APIs.

Session B14 for more info...




Demo

Create a Swagger-defined APl using z/OS Connect




Security




z/OS Connect / IMS Mobile Feature Pack security

* End-to-end security flow can be divided into two layers:
—Security between REST client and z/OS Connect server
—Security between IMS Mobile Feature Pack and backend IMS

»Security can be discussed in three areas:
—Authentication/Encryption
—Authorization
—ldentity Assertion




End-to-end Security flow

Client truststore

: i SAF (RACF) or LDAP z/0S
1 Server certificate User registry
F
SSL
Clients 1 »  2/OS Connect EE | 6
AT-TLS IMS
IMS Explorer for B, Connect
£ L 2 =4 WebSphere 7
- Liberty profile 9 10
+«  »
Mobile server b‘_
{such as IBM Worklight) 3 =& IMS Mobile 8,12 -
* Feature Fack for 11
5 705 Connect EE
o {(imsmobile-2.0 feature)
Web clients 13
I 4
Client keystore Server keystore [ l
‘-- Client certificate ‘-|El'trﬁft . .
il ient certifica il ient certificate | SAF keyring SAF keyring

IMS




Authentication / Encryption

= Between REST client and z/OS Connect server
—HTTPS/SSL can be used to secure communication between REST
client and z/OS Connect server. Default = SSL is on.
—|If SSL is enabled, user can choose to use Client authentication
(default) or Basic Authentication.
—User registry for authentication can be Basic, LDAP or SAF.

»Between z/OS Connect(IMS Mobile) and IMS

—AT-TLS can be used to secure communication between the z/OS
Connect (IMS Mobile) server and IMS Connect.
—IMS Connect can authenticate the UserID/password if RACF=Y




Authorization

= Authorization in z/OS Connect server
—Authorization take place at the z/OS Connect server to determine what
kind of action is allowed to be performed on the REST service

—Three authorization levels:
» Administrator = all actions
» Operations = start, stop, getRequestSchema, getResponseSchema, getStatistics,
etc
* Invoke = invoke API

—Interceptors can be configured at the global or individual API level for
authorization group control. It supports both LDAP and SAF.

= Authorization in IMS
—Authorization take place in IMS to determine if the user is authorized to
run the IMS transaction. (IMS OTMA authorization profile setup)




ldentity Assertion

»User Identity in z/OS Connect server
—Once the client is authenticated/authorized by z/OS Connect, the user
identity will be propagated to the IMS Mobile.
—The user identity could be the originating client ID or the mapped
RACF ID.

»User Identity in IMS

—IMS Mobile can either take
 the User ID passed along by z/OS Connect server (User ID only, no
password) OR
* the User ID and password specified in the IMS Connection profile

and then pass along to IMS Connect/IMS.




End-to-End Security

: z/OS
i IMS
| z/OS Connect IMS IMS T™
: RaCEID | Connect RACFID | | | [ IMSApp
: IMS Mobile
REST N RACF = Y/N !
client : Optional A >
| RACFID/pwd
Client certificate : in conn profile
Mutual TLS :
: 1 RACF ID for IMS
: i transaction
: SAF authorization
E -Authenticate and
: authorize client
: -Map client to RACF ID




API| Deployment and Promotion



=. IBM z/0OS Connect Enterprise Edition V2.0

Deployable Artifact and Automated Tools

Eclipse
i Deploy i Backend
E z/OS 1 S S N E z/OS Systems
Connect EE | Connect EE (CICS, IMS, DB,
{___2.0Tooling | L, {__.V2.0 Server etc.)
,l
T ’
| Export e
* ’
v \O/,’

’
Other //
eployment

Tools

Because the service definitions have been encapsulated into a
deployable unit, it becomes eligible for deployment by automated
tools. This further enhances productivity.

615 echnica sympos [T




End-to-end DevOps flow for z/OS Connect APIs and Services

Unix shell on z

apideploy CLI Q

Eclipse Eclipse / Web 5
APl editor / ¥#| | E4D/REST %% ‘Deploy API AAR
E4D client tool (e.g.
Develop APl and S L UrbanCode (UCD) %
Services * Unit Test

Automate API deployment
*Version control

*New deployment
*Redeployment

*Customize target environment

|
|
|
: Consume l,Eclipse / Web
MobileFirst £%

Bluemix £
*Web / mobile
enablement

—————,—,—————>
Y

API
connect

Session B16 for more info...




z/OS Connect EE Pricing, Performance
and Open Beta offering



What about pricing?

A new approach

z/OS Connect EE introduces an innovative new pricing
model on z Systems.

“per instance” pricing metric

*Based upon the maximum number of active concurrent
address spaces

*Tiered usage bands
sprovides increasing value as the size of an overall
deployment rises; low cost of entry for small projects

*Auditing is required through SMF89-2 records
*hourly snapshots of the number of concurrent
Instances, reports created with utility IFAURP




What about pricing?

Value Unit exhibit VUEO37 (see announcement letter ENUS215-493)

Number of VUs per Simultaneous Instance

Simultaneous Instances

1to 4 1 VU per Simultaneous Instance

5to 10 4 VUs + 0.6660 VUs per Simultaneous Instance > 4

11 to 20 8 VUs + 0.4000 VUs per Simultaneous Instance > 10
2110 40 12 VUs + 0.2000 VUs per Simultaneous Instance > 20
41 to 100 16 VUs + 0.0660 VUs per Simultaneous Instance > 40
101 to 250 20 VUs + 0.0260 VUs per Simultaneous Instance > 100
251 to 500 24 VUs + 0.0160 VUs per Simultaneous Instance > 250
501 to 1000 28 VUs + 0.0080 VUs per Simultaneous Instance > 500
1001 to 3000 32 VUs + 0.0020 VUs per Simultaneous Instance > 1000
>3000 36 VUs + 0.0007 VUs per Simultaneous Instance > 3000



http://www-01.ibm.com/common/ssi/cgi-bin/ssialias?infotype=an&subtype=ca&supplier=897&letternum=ENUS215-493
http://www-01.ibm.com/common/ssi/cgi-bin/ssialias?infotype=an&subtype=ca&supplier=897&letternum=ENUS215-493
http://www-01.ibm.com/common/ssi/cgi-bin/ssialias?infotype=an&subtype=ca&supplier=897&letternum=ENUS215-493

IFAURP usage reports

Maximum Concurrent Product Registrations — SMF 89 Type 2

//IFAURP EXEC PGM=IFAURP, REGION=0M, PARM='PRODUCT'
//STEPLIB DD DSN=SYS1.SIFALIB,DISP=SHR

Measured Usage and S/390 Usage Pricing Charges Page 2

IFAURP 4.1.2 Software Product Registration Report 14 DECEMBER
2015

——————————————————— Customer No: it --———-—--—---—-- Software Vendor: IBM CORP e

ACME CICS COMPANY
CELL BLOCK A

HURSLEY, WINCHESTER

Contact/Phone: MR WANNABE / +44 1962 815000

———————————————————————————— Processor —-—-——==——-——-——m - mmm
Category Type-Serial Model Begin-End Dates

Machine 2964-8E8C7 NEL 13Decl5 - 14Decl5

2964 CEC 2964-8E8C7 7A5 13Decl5 - 14Decl5

————————————————— Maximum Concurrent Product Registrations -----------

[ —

Name Feature Version Number L| Dec Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec

_________________________________________________ ‘____ ———— —_———— —_———— —_———— ———— ———— ———— ———— —_———— ———— —_———— ————

Max MVS/ESA LPARsS: | 1 - - - - - - - - - - - -

Percent Missing Hours:| 97 - - - - - - - - - - - -
\
# 13Decl5 |
\

z/0S Connect z/0S Connect 02.00.00 5655-CEE F| 194 - - - - - - - - - - - -
# 13Decl5 |
\

Notes ================================—=—=—==============================
o o o S B A R R LA
N/A - Product registration counts are not available.
(01) - Not eligible for Measured Usage charges.




IFAURP usage reports

Maximum Concurrent Product Registrations — SMF 89 Type 2

Measured Usage and S/390 Usage Pricing Charges Page 2
IFAURP 4.1.2 Software Product Registration Report 14 DECEMBER 2015
vy [P —— T A ———— 2015 | T
CELL BLOCK Name Feature Version Number L| Dec
HURSLEY, W
Contact/PhiEE e e e e e e e L I il L L L e e I e L L | S
Max MVS/ESA LPARSs: | 1
Percent Missing Hours:| 97
I
__________ # 1l3Decl5 | [T
Name | ot Nov Dec
__________ z/0S Connect z/0S Connect 02.00.00 5655-CEE F| |19# -
# 13Decl5 | - - -
I
z/0S Conne _ _ _
# - Data not collected for a full month.
——————— N/A - Product registration counts are not available.
N/f\ ~ 22 (01) - Not eligible for Measured Usage charges.
(01) - Not™ erigiple tor Measured uUsage cnarges.




z/OS Connect with IMS (Mobile Feature Pack)

LPAR 2 LPAR 1
WebSphere IM5 Connect IM5
aua B iant Drive Liberty with
Java REST Client Driver 2/0S Connect and
(1-8 drivers with 250 users each) TCR/IP IMS Mabile -TCR/IP— [-HC
Feature Pack
MPP Regions
(350 total)
IMS Mobile Feature Pack
Transaction Rate
w000 73% ITR increase
30,000 Java7.1 zEC12 - Java8 z13
5 25,000 IMS Mobile Feature Pack 73%
5 20,000 aggregate improvement in
§ 15000 throughput from z13 and IBM Java8
E 10,000
|_
5,000
0

IEC1Z + Javai¥1l zEC1Z + Javad 213 no-SMT + 213 SMT + Javad
Javald




Get ahead of the game! Regqister your interest today

Preview potential capabilities plus the chance to give direct feedback

IBM z/OS Connect Enterprise Edition open beta

Downloadable files

Abstract

The z/OS Connect Enterprise Edition open beta offering is to be made available, unsupported by IBM, to enable you
to evaluate its features at no charge, for a limited period.

Download Description

'2/0S Connect Enterprise Edition
open beta

IBM z/OS Connect Enterprise Edition (EE) extends the value of applications that run on z/OS by allowing efficient and
scalable APIs for contemporary mobile and cloud applications to be easily created.

Ibm.biz/zosconnectopenbeta



http://ibm.biz/zosconnectopenbeta
http://ibm.biz/zosconnectopenbeta

Summary




Announcement letter ENUS215-493

I B I\/I Z/OS Con neCt Enterprise Ed |ti0n ibm.biz/zosconnect20_announce

Product summary review

IBM z/OS Connect Enterprise Edition (EE) V2.0 is the latest
evolution of z/OS Connect! z/OS Connect EE V2.0 is a priced
offering, orderable via Shopz as PID 5655-CEE.

z/OS Connect EE V2.0 includes

A dedicated Liberty profile for z/OS
» GArelease includes Liberty V8.5.5.7

New Eclipse-based tooling for APl composition with SWAGGER
» Delivered through IBM Explorer for z/OS V3.0 Agqua

The WOLA service provider for access to CICS and BATCH
* Including the WOLA Liberty feature

Utilities to generate service archives for use with CICS programs
» Creates JSON schemas as input for APl composition

The REST client for access to “3' party” REST services
» e.g. JAX-RS applications hosted on WAS for z/OS



http://www-01.ibm.com/common/ssi/cgi-bin/ssialias?infotype=an&subtype=ca&supplier=897&letternum=ENUS215-493
http://www-01.ibm.com/common/ssi/cgi-bin/ssialias?infotype=an&subtype=ca&supplier=897&letternum=ENUS215-493
http://www-01.ibm.com/common/ssi/cgi-bin/ssialias?infotype=an&subtype=ca&supplier=897&letternum=ENUS215-493
http://ibm.biz/zosconnect20_announce

IBM IMS Enterprise Suite V3.2.1
Delivers day-one support for z/OS Connect EE V2.0

* |IBM IMS Enterprise Suite V3.2.1 is the latest release of components that
support open integration technologies to enable new application
development and extend access to IMS transactions and data.

* IMS Enterprise Suite V3.2.1 includes

—IMS Mobile Feature Pack for z/OS Connect Enterprise Edition
* The IMS mobile feature (service provider) for z/OS Connect EE, enabling
integration of IMS Transactions with z/OS Connect EE

—IMS Explorer for Development
« Support for generating service archives for use with IMS transactions



http://www-01.ibm.com/support/knowledgecenter/SS9NWR_3.2.0/com.ibm.ims.es32.doc/ies_releasenotes32.htm

Statements of general direction é

ENUS215-493, December 1st, 2015

IBM intends to deliver IBM z/OS Connect Enterprise Edition (EE) components and
technologies through continuous delivery of new features in the coming months.

IBM intends that a future release of IBM CICS Transaction Server for z/OS (CICS TS)
will provide support for z/OS Connect EE to enable it to execute embedded within
CICS TS. (zCEE V2.0 APAR PI56615 / CICS TS V5.2 P154207 / CICS TS V5.3
P154208)

IBM intends that a future release of IBM MQ for z/OS will provide support for both z/OS
Connect and z/OS Connect EE.

IBM intends to update IBM System Automation for z/OS V3.5.0 to deliver a new
sample policy to allow automated operations and restart of z/OS Connect and z/OS
Connect EE.

IBM intends that a future release of IBM IMS Enterprise Suite will provide support for
z/OS Connect EE. (Delivered ' IMS ES V3.2.1)

IBM intends to offer IBM DB2 for z/OS Version 11, or later, with support for the external
interface delivered in z/OS Connect EE V2.0, and DB2 RESTful API support that is
fully integrated into the DB2 for z/OS Distributed Data Facility.
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IBM z/OS Connect EE

Further information



Want to know more?

z/OS Connect EE Knowledge Center

» |BM Knowledge Center Sign In

Q Search Save Search -

Search Filters: IBM 2/0S Connect Enterprise Edition x W/ Auto-select | ClearAll |  Add Products...

Share = | Addto Collection = 5 (1

| Table of Contents

.3

z/0S Connect Enterprise Edition V2.0

L 3

4 Backto all products -

2/0S® Connect Enterprise Edition V2.0 extends the communication of Z0S

| i iti . L
+ 1BM 2108 Connect Enterprise Edtion subsystems to support current mobile and cloud applications.

|BM z/03 Connect Enterprise Edition 2.0.0
Learn more

Welcome

» Whatis [BM IS Connect Enterprise Edition? Product overview
Product Legal Notices

. P Product information

» Installation information

» Configuring B Data sheet
Designing RESTHul APls o
» Designing and building APls in Z/0S Connectf = Find support
» Deploying APYS Troubleshooting
» Developing client applications [ dwAnswers
v Extending Z/0S Connect EE T BBM Support Portal

Ibm.biz/zosconnect20 kc



https://ibm.biz/zosconnect20_kc

z/OS Connect EE V2.0 Performance

SupportPac CP02: IBM z/OS Connect Enterprise Edition Performance Reports

Transactions Per Second for 4K Responses using API CPU % for 4K Responses using API pass-through and
pass-through and dataXform dataXform

4500 250

/ »
3500 200
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TPS CPU%
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4000

r
500
0 0
100 threads 200 threads 300 threads 400threads 100threads 200threads 300threads 400threads
——TP5 990 1974 2045 3885 ‘—Q—CPU% 4581 91.07 146.4 205.69

Lab-based performance summaries for z/OS Connect EE
V2.0, with regular updates aligned with the product
continuous delivery lifecycle




z/OS Connect support for node.|s developers

Introducing the z/OS Connect for node.js
project. Want to contribute to it's evolution? /t’s
happening in the open...

JavasScript programmers eat and breathe JSON
& REST; node.js is now the de-facto runtime
framework used on the server. Today, node.|s IS

available on many platforms,
GitH“b This repository m S

zosconnect / zosconnect-node

| | zosconnect-node
A wrapper service for zZOS® Connect, enabling

node applications to discover and access IBM z Node zosconnect

Systems resources that are service-enabled by

z/OS® Connect.
npm install zosconnect-node
qithub.com/zosconnect/zosconnect-node WWW.Nnpmjs.com/package/zosconnect-node



https://github.com/zosconnect/zosconnect-node
https://github.com/zosconnect/zosconnect-node
https://github.com/zosconnect/zosconnect-node
https://www.npmjs.com/package/zosconnect-node
https://www.npmjs.com/package/zosconnect-node
https://www.npmjs.com/package/zosconnect-node
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Abstract

Today, organizations engage with customers, business partners, and employees who are
increasingly using mobile technology as their primary general-purpose computing platform. They
have an opportunity to fully embrace this new mobile technology for many types of transactions,
including everything from exchanging information to exchanging goods and services, from
employee self-service to customer service. This mobile engagement allows organizations to build
new insight into the behavior of their customers to better anticipate customer needs and gain a
competitive advantage by offering new services.

By extending existing enterprise applications onte a mobile platform you can capitalize on existing
investments without the need to develop completely new solutions to support mobile services.
Because nearly 70% of all enterprise transactions touch a mainframe, IBM z SystemsTM has an
important role in enabling existing and new mainframes to be easily consumed by mobile
applications, for example, through REST APls. These same APIs can be consumed through
other channels and applications, both on-premises and in the cloud.
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